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Graphical abstract Abstract

One of the four security goals is authentication. Authentication is a mechanism to ensure

k-plainet k-plainked that we are communicating with the intended party. If Alice and Bob want to
;" o communicate securely, then the authentication mechanism will be able to ensure that
CFEA- CFEA- Alice is truly communicating with Bob, and Bob is truly communicating with Alice. This
[Schaipe et T3 mechanism can be provided by the cryptography. One of the most established
N o cryptography schemes is EIGamal cryptosystem. The original version of this cryptosystem is
2-plaintext Z-plaintext to provide confidentiality through encryption and decryption procedures. By manipulating
T T these procedures, the authentication mechanism can be carried out. Thus, EIGamal Digital
En;y*mbn DEU;pﬁDn Signature Scheme emerges as one of the most popular authentication mechanisms. In
order to provide good level of security, proper parameters must be used in this scheme.
Eh i 3 This includes the size of the parameters. Larger parameters will provide a better level of
Z-ciphertesxt Z-ciphertext security. As a consequence, the performance of the scheme becomes an issue in real life
application. In this paper, we proposed the enhancement of the EIGamal Digital Signature
Scheme by integrating the Continued-Fraction-Euclidean-Algorithm (CFEA) technique. This
technique is able to reduce the number of data to be processed in the signing and
verification procedures. By integrating the CFEA-technique intfo the EIGamal Digital
Signature Scheme, any number of documents can be compressed becomes a pair of
documents. Therefore, the signing and verification procedures can be done in smaller
number of steps.
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1.0 INTRODUCTION parts in  network security is  cryptography.

Cryptography is a branch of study discussing method,

Nowadays, the Internet has been the main platform
for communication across the globe. The Internet has
indirectly changed our lifestyle. The Internet makes our
lives become easier, faster and smarter. The world is
now smaller than before since we can easily
communicate with our colleagues around the world
by simply being connected to the Internet. As an
open communication channel, the Internet is faced
with various security problems such as confidentiality,
integrity, repudiafion and authentication [1]. As a
consequence, the network security has become
crucial and essential. Network security is a set of
protocols that is able to minimize cyber security
attacks in order to allow us to use the Internet
comfortably and safely. One of the most important

technique and algorithm to achieve security goals in
network security. By using cryptography, we may
achieve confidentiality, integrity, authentication and
non-repudiafion. Confidentiality is provided by the
encryption and decryption procedures. Then, the
hash function can be used to provide data integrity.
Finally, digital signature is used to provide both
authentication and non-repudiation [1]. Basically, we
may categorize cryptography into two major classes
based on the types of keys. If the cipher uses a
common secret key, then the cipher is categorized
under symmetric key cryptography. But if the cipher
uses two different keys known as public and private
keys, then the cipher is categorized as an asymmetric
key cryptography.
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For further discussion, we explain some important
terminologies in cryptography. The readable original
data is known as plainfext. By using encrypfion
procedure, this plaintext can be transformed into
unreadable data and known as ciphertext. In order fo
recover the plaintext, decryption procedure must be
performed. Both  encryption and decryption
procedures need a parameter known as key. Only the
authorized party must possess the key especially the
decryption key because in modern cryptography, the
key is the only parameter that would hide the secret
information from any unauthorized party. Other
information is considered as open knowledge
including the type of cryptosystem, encryption-

decryption procedures and key generation procedure.

The unauthorized party is assumed to be a powerful
and smart person with sophisticated attacking tools.
Therefore, proper parameters especially the key must
be used in real life application to avoid successful
attack by the unauthorized party. In cryptography,
there are some important characters with their
important role respectively. Alice as a sender, Bob as
arecipient and Eve as the eavesdropper or attacker.
In asymmetric cryptosystem, two different keys are
required to perform both encryption and decryption
procedures. The encryption process is done by using a
public key and the corresponding private key will be
used to decrypt the ciphertext. Suppose Bob has a
pair of public key and private key. Bob may publish his
public key but he must keep his private key a secret.
Everybody may use the Bob's public key to encrypt
plaintext and send the produced ciphertext to Bob.
Since Bob is the only person who has the
corresponding private key, then Bob is the only person
who is able to decrypt the ciphertext sent to him [2].
The asymmetric cryptosystem is designed to solve key
distribution problem which arises in  symmetric
cryptosystem. Hence, asymmetric key cryptography is
more preferred in this modern era. Some of the most
establish asymmetric cryptosystems are the Rivest-
Shamir-Adleman (RSA) cryptosystem [3], EIGamal
cryptosystem [4] and Elliptic Curve Cryptography. All
these cryptosystems have their own digital signature
schemes. The implementation of both symmetric and
asymmetric cryptosystems are shown in Figure 1(q)
and Figure 1(b) respectively. Figure 2 shows the
general idea behind digital signature scheme.
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Figure 1 The difference between symmetric (a) and
asymmetric cryptosystems (b)
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Figure 2 The general idea behind digital signature scheme

2.0 EL-GAMAL DIGITAL SIGNATURE SCHEME

EIGamal cryptosystem was proposed by Egyptian
cryptologist, TaherElIGamal in 1985 [4]. This system
adopted the Diffie-Hellman key exchange algorithm.
The security of this cryptosystem is based on Discrete
Logarithm Problem which is defined as follow [5]:

Definition 1. Given integers g,h and p where g is the
generator of finite fieldF, and p is a prime. Discrete
Logarithm Problem is defined as a problem to find a
positive infeger x such that

9* = h(mod p)

The algorithm of the EIGamal cryptosystem is given
as follows [4]:

Algorithm 1: Suppose that Alice wants to send a secret
message to Bob and they agree to use EIGamal
cryptosystem fo communicate securely. They agree o
use large prime p and an integer g where g is a
generator of finite field Fy.
Key generation: (done by Bob)
i. Chooses aninteger b € [0,p — 2] as his private key
ii. Computes eg = g® mod p as his public key
ii. Sends his public key eg to Alice and keeps his
private key b secretly
Encryption: (done by Alice)
i. Converts the message to integer form, m € [0,p —
2]
ii. Chooses arandom integert € F;, as her
ephemeral key
ii. Computes the ciphertext pair
C, =gt modp
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and
C, = m(eg)t mod p
iv. Sends the ciphertext pair (C;, C,) to Bob.
Decrypftion: (done by Bob)
i. Upon receiving ciphertext pair (C;, C,) from
Alice, Bob computes
x = (C;)? mod p
i. Computes the multiplicative inverse of x
modulo p, denoted as x~* such that
x(x 1) =1 (mod p)
ii. Recovers the original message m as follows
m = x"1(C,) mod p

The EIGamal cryptosystem is used to provide
confidentiality. For authentication purpose, EIGamal
Digital Signature Scheme has been proposed. The
algorithm of the EI-Gamal Digital Signature Scheme is
given as follows [4]:

Algorithm 2: Suppose that Alice wants to send a
document D to Bob. To authentficate herself, she
makes an agreement with Bob fo sign the document
digitally via the EIGamal Digital Signature Scheme
using large prime p and an integer g where g is a
generator of finite field Fj.
Key generation: (done by Alice)
i. Chooses a secretsigning key s € [0,p — 1]
i. Computes the verification key v as v = g* mod p
Signing: (done by Alice)
i. Chooses a random integer t€F, as her
ephemeral key
i. Signs the document D where D e (1,p) as
follows
S;=g*modp
S, =D —sS)t Pmod (p— 1)
ii. Sends (v,C;,C,) to Bob and keeps(s, t) secretly.
Verification: (done by Bob)
i. Upon receiving (v,C,C,) from Alice, Bob
computes
D* = v518.> mod p
If D* = gP mod p, then Alice’s signature is valid.
Otherwise, the signature is void.

3.0 CFEA-TECHNIQUE

Efficiency is another big issue in cryptography. For real
life application, we need a cryptosystem that not only
can provide security, but also can be implemented
efficiently especially when we need to deal with large
amount of data. Some remarkable works to enhance
the efficiency of data enciphering processes have
been done. In 2002, Hwang et.al. [6] proposed a
cryptosystem based on EIGamal cryptosystem and
Diffie-Hellman distribution scheme which is able to
encipher a large amount of message. Since this
scheme is a combination of two schemes, then the
user has to generate several numbers of keys.

For EIGamal digital signature scheme, some
remarkable works also have been proposed. Chang
et.al proposed an ElGamal-like Digital Signature

Scheme and multisignature schemes using self-
cerfified public keys [7]. The advantage of the
schemes is that the authentication of the public key
can be accomplished with the verification of the
signature  or mulfi-signature.  Unfortunately, the
proposed scheme can be attacked by the attack
which inspired by insider-attack [8]. Then, Hwang et al.
come out with the improved version of the Chang’s
scheme in 2004 [9]. Furthermore, Yoon et al. in 2004
proposed an efficient remote user authentication
scheme based on generalized Elgamal signature
scheme [10]. By using this scheme, a user is able fo
update his or her password freely without the help of a
remote system. The scheme also able fto provide
mutual authentication.

As we can see, most of the works are focused on
the improvement of the security and efficiency of
cryptography schemes. In addition, the proposed
schemes also must be easy to be implemented. Since
that, we inspired to proposed a scheme which is
almost identfical to the original version but only
embedded by a simple tfechnique to provide
efficiency. In [11], Mandanganet.al infroduced a
technique which is able to reduce the number of
plaintext from any numbers to only two plaintexts. This
techniques known as Compression-RSA since the first
fry on this technique was by embedding it info RSA
cryptosystem [12]. After further research on this
technique, it was found that this technique can be
easily embedded into any asymmetric cryptosystem
without major alteration on its key generation,
encryption and decryption algorithms. Therefore, the
fechnique has been renamed as the CFEA-fechnique
(Continued Fraction-Euclidean Algorithm). Instead of
encrypting large amount of plaintext, an asymmetric
cryptosystem only needs to encrypt two plaintexts to
produce two ciphertexts by applying this technique.
By decrypting these ciphertexts and then applying the
inverse of CFEA-technique, we will get the actual and
original plaintext without any alteration. In [13], it was
shown that the number of original plaintext has a
linear relationship with the sizes of each compressed
plaintext. As the number of original plaintext increases,
the size of the compressed plaintext M; and M, will
also linearly increase. But it does not affect the
performance of the RSA crypfosystem with
embedded  CFEA-technique  especially  when
involving a large amount of data.

Let the set of original plaintext as
{my, my,mg, -, my_1,my} Where keZ* and k>2. By
using the CFEA-technique, these k plaintexts can be
compressed to only 2 plaintexts, denoted as {M;, M,}.
Nomatter how big the value k is, the plaintext will be
reduced to only 2 plaintextsM; and M,. The CFEA-
fechnique was basically designed by combining two
methods namely Continued Fraction and Euclidean
Algorithm.CFEA is the acronym of these methods
(Continued Fraction and Euclidean Algorithm).

Algorithm 3: The algorithm of CFEA-technique [12]:
i. Compression procedure
Step 1:Let the set of original k plaintext as
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{mll myp,mg, =+, My_1, mk}
Step 2: By using Continued Fraction
method, compute the new plaintext M,
and M,as follows
s 1 M,
m1 - -
Mt M,

1
mk_1+m_k

ii. Decompression procedure
By using Euclidean algorithm, compute the
following
M; = My(q,) + 14
M, =11(q2) + 1,
n =1(q3) + 13

Ti—3 = Tk—2(qi—1) + Tk—1

Ti—2 = Te—1(qi) + 7%

whereM;, M, are the compressed plaintexts, g; is
quotient and r; is remainder fori = 1,2, ..., k.From
this step, we have

{(h: 92,493, dk-1, qk} = {mlﬁ My, M3, , M1, mk}

which is the set of original plaintext.

The implementation of CFEA-technique in asymmetric
cryptosystem is shown in Figure 3.

k plaintext
{myyma,mg, =+, my}
2
2 plaintext .
CFEA- technigue — ,) — Encryption procedure
(compression procedure) - T
2 ciphertext
€1, G}
2 plaintext
CFEA‘technique ‘ {01, M5} Decryption procedure
(decompression procedure)
k-plaintext

{mymg,mg,e,my}
]

Figure 3 Implementation of CFEA-Technique in Asymmetric
Cryptosystem

4.0 CFEA-TECHNIQUE IN EL-GAMAL DIGITAL
SIGNATURE SCHEME

In [14], we successfully integrated the CFEA-technique
info the EIGamal cryptosystem. It was proven that the
ElGamal cryptosystem with  embedded CFEA-
technique is more efficient especially when we deal
with large amount of data. In this paper, we
infegrated the CFEA-technique into the EIGamal
Digital Signature Scheme to reduce the number of

documents prior the signing and verification
processes. Let say Alice has k documents
D;,D,,Ds, ..., D, . Instead of repeatfing the signing-
verification procedures k times, the number of tasks
can be reduced by integrating the CFEA-technique
info the EIGamal Digital Signature Scheme. The user
also does not need to generate k different ephemeral
keys each time doing the signing procedure for
knumber of documents.The algorithm of the proposed
scheme is shown below:

Algorithm 4: Suppose that Alice wants to send a sef of
documents{D,, D,, D3, ..., D} to Bob. To authenticate
herself, she makes an agreement with Bob to sign the
document digitally via the EI-Gamal Digital Signature
Scheme with integrated CFEA-technique.
Compression: (done by Alice)
i. Let{Dy, D, Ds, .., D }withD; € Z* for alli = 1,2, ..,k
as the documents.
i. Compressthe k-documents as follows
1 dy
D1 + 1 = d_
DZ + — T 2
D3+———

Dk_1+DLk
ii. Chooses alarge prime p such that d;,d, < p.
iv. ~ Chooses an integer g where g is a generator of
finite field F,.
v. Sends the chosen p and g to Bob.
Key generation: (done by Alice)
i. Chooses a secret signing key s € [0,p — 1]
i. Computes the verification key v as v = g% mod p
Signing: (done by Alice)
i. Choosesrandom integers ty,t, € Fy as her
ephemeral keys
i. Signsthe document d; and d, as follows
S11 =g modp
Sy2 = (dy —sS11)t; " mod (p — 1)
Si13 = g% modp
and
Sp1 = g'2mod p
Sz2 = (d = 5S51)t, " mod (p — 1)
Sp3 = g*2mod p
i.  Sends (v,S11,512,513, 521,522, 523) to Bob and
keeps(s, t;, t,) secretly.
Verification: (done by Bob)
i. Upon receiving (v,511,512,513 S21, S22, Sa3) from
Alice, Bob computes
d” = v51r15f’12 mod p
and
d,” = vsz,lgiziz mod p
i. If di"=S530ndd,” =S,3, then Alice’s signature
is valid. Otherwise, the signature is void.
Decompression: (done by Bob)
i. If the signature is valid, then Bob will proceed to
recover the original documents {D,, D,, D5, ..., D;.}
ii. Decompresses the document pair d; and d, to
recover the whole document D as follows
dy =dy(q)) +1y
dy =ri(q2) + 1,
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r =15(q3) + 713

T3 = Te—2(qQr-1) + Ti—1

iz = Te—1(qi) + 7%
Where q;is quotient and r; is remainder for i =
1,2, ..., k. From this step, we have

{91, 92,93, " Qr—1, @i} = {D1, D2, D3, -+, Dy_q, Dy}
which is the set of original set of document.
To show that the verification process works, we
provided the proof below:
Proof:
dy’ = 1;51,1515111'2 mod p

= [gs]sl-lsfiz mod p

= [g°]%1[g"1]%2 mod p
= [g*][g"](4s51)8™ mod p
— [gsSm]g(tltl_ldl—tltl‘lssm) mod p
= [g°511]g(@511) mod p
- [g551,1+(—551,1)]gd1 mod p
= g% modp
=513

and
dy” = vsz,lS;fl'z mod p
= [95]5211525'21'2 mod p
= [g°]%21[g**]%22 mod p
— [gsszll][gtz](dz—sszrl)tz_l mod p
— [gsszll]g(tztz_ldz—tztz_lsszll) mod p

[gssz,l]g(dz—sszyl) mod p
— [9532,1+(—532,1)]gd2 mod p
= g% modp

=523

5.0 CONCLUSION

In this paper, we successfully embedded the CFEA-
technique into the EIGamal Digital Signature Scheme.
From the provided proof, the signing and verification
procedures worked mathematically. No matter what
number the document to be transmitted is, the
authentication procedures can be done in smaller
number of steps. In addition, the user just needs fo
generate  two  ephemeral keys, t;,t, €F, to
authenticatk documents {D,, D,, Dg, -+, Dy_4, D, }instead
of generating k unique ephemeral keys. We expect
that the performance of the EIGamal Digital Signature
Scheme could be improved especially when we deal
with large amount of documents. To verify our claim,
further research would be carried out. Some
experiments would be conducted to compare the
performance of the original EIGamal Digital Signature
Scheme with the modified version with integrated
CFEA-technique.
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