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Abstract

The arrival of Big Data era has challenged the conventional end-to-end data protection
mechanism due to its associated high volume, velocity and variety characteristics. This paper
reviews the security mechanisms of dominated Big Data processing platform — Hadoop and
examines its capabilities on providing the end-to-end data protection: data-in-transit,
data-at-rest and data-in-transform. While Hadoop is limited to protect data-in-transit with its
built-in security mechanism and relies on third-party vendor tools (e.g. HDFS disk level
encryption or security-enhanced Hadoop security distribution) for securing data-at-rest, the
homomorphic encryption scheme that capable of performing computation on encrypted data
serve as a promising tool to provide end-to-end data protection Big Data processing. However,
existing circuit-based homomorphic encryption schemes still insufficient enough for
supporting Big Data applications due to their high complexity of computation, huge generated
ciphertext and public key size. To address this problem, this paper proposed homomorphic
encryption from a non-circuit-based approach. Our result shows that the newly proposed
non-circuit based homomorphic encryption has greatly reduced the computation time and
ciphertext size as compared to existing circuit-based homomorphic encryption schemes,
therefore amenable to support the high volume and high-velocity requirement of Big Data
processing.

Keywords: Big Data Security, Hadoop Security, Homomorphic Encryption

I. INTRODUCTION

The terminology of "Big Data" can be traced back to

cloud service providers for cost saving and
performance efficiency. However, these outsourced
computations has threatening the privacy of

the discussion of processing a large group of datasets
in both academia and industry during the 1980s.
Today, Big Data is generally described in the
association of the "Three V's": high volume, high
velocity and high variety of digital data that exceed
the capacity of conventional systems to handle them
efficiently [1]. Recently, millions of enterprises are
investing in Big Data project to better support their
decision making the process, customer relationship
management, research and development activities,
etc. While enterprises are facing the difficulty of
in-house Big Data processing, most of them are
outsourcing their data solution to third-party such as

Published by: The Mattingley Publishing Co., Inc.

enterprise's data since enterprises are delegating a
direct access control over their data to a third-party
service providers, who might be able to abuse their
access in order to infer or more seriously to sabotage
some valuable information such as customer
information, enterprise's intellectual property, trade
secrets, financial information, etc.

Il. SECURITY DESIGN OF BIG DATA
PROCESSING PLATFORM: HADOOP

A. Security Model of Hadoop

The Hadoop was initially developed by Doug
Cutting and Mike Cafarella [3,4] for processing a
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massive amount of public web data without any
security mechanisms. When the Hadoop became a
popular platform for analysing and processing data in
private networks, many security incidents and insider
threats had happened (e.g. malicious user can read
arbitrary data blocks from DataNodes, delete massive
amounts of data within seconds with distributed
nodes, impersonate other users with a simple
command switch, etc.) which forced a team from
Yahoo group [3] to integrate the Kerberos
authentication protocol into Hadoop in 2009. With
the integration of Kerberos security mechanism, only
a valid user is granted permission (Ticket Granting
Ticket, TGT) to access the Hadoop environment. The
granting procedure is constructed based on the group
permissions and Access Control Lists (ACLs) that
maintaining in Kerberos Key Distribution Center
(KDC). After granted TGT, the users can request a
Hadoop Service Tickets (ST) for accessing data
analysis and processing services (e.g. reading Hadoop
Distributed File System (HDFS), submitting job
queries to Hive or accessing Cassandra services, etc.).
Then, the corresponding Hadoop service providers
must authenticate the user by decrypting the ST with
the corresponding Service Key (SK) from KDC. If
the decryption is successful, users are granted to
access their requested services. Otherwise, their
access request is rejected. In Hadoop configuration
documentation [4], it is notable that the Kerberos
security mechanism does not enable in a default
installation setting. The developers are needed to
configure it explicitly. While Kerberos security
mechanism focuses on authenticating the user and
controlling access on Hadoop services, alternative
network encryption schemes are also available for
protecting the data-in-transit, depending on the use of
communication protocols as follows.

e For communication via web consoles with the
Hypertext Transfer Protocol (HTTP), Secure
Socket Layer (SSL) is used to secure job
monitoring, transferring data from Map tasks to
Reducer tasks, transferring metadata between the
NameNode and the secondary NameNode;
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e For communication via direct Transmission
Control Protocol (TCP/IP) communication, the
HDFS Data Transfer Protocol is used to protect
the data reading and writing between the clients
and DataNodes by using the block tokens that
extending from the Kerberos service ticket.

e For communication via Hadoop Remote Procedure
Call (RPC), Simple Authentication and Security
Layer (SASL) mechanisms are used to
authenticate the connection between the clients
and Hadoop services. The different Quality level
of Protection (QoP) can be further configured
optionally. For those users who obtained
Kerberos tokens after authenticated with
Kerberos protocol, the SASL MD5-DIGEST
mechanism can be configured for subsequently
connection authentication. Otherwise, the SASL
GSSAPI mechanism is applied for RPC
communication.

Similar to the Kerberos security mechanism, these
network encryption schemes are unavailable on the
default installation. To protect data processing in
Hadoop, enterprises are needed to well-understand
the complexity of these Hadoop security models and
configure them separately according to their' needs.

B. End to End Data Protection for Hadoop

The end-to-end data protection is referred to as the
capabilities to provide data protection during the
data-in-transit, data-at-rest, and data-in-transform
stage. This section investigates the capabilities of
Hadoop platform on providing end-to-end data
protection for Big Data processing.

Data-in-Transit. As discussed above, the protection
of data-in-transit in Hadoop can be explicitly
configured with Kerberos authentication protocol and
network encryption schemes (e.g. SSL, HDFS Data
Transfer Protocol, SASL mechanisms). However, the
Kerberos authentication protocol is associated with
the limited authorization capabilities, which is based
on simple Access Control Lists (ACLS) maintaining
on KDC. For supporting more sophisticated access
control policies such as role-based access control,
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identity-based policy or attribute-based access policy,
the enterprise can alternatively purchase the
third-party security packages such as Cloudera
Sentry, IBM Infosphere Optima Data Masking,
DataGuise, Datastax Enterprise, Zettaset Secure, etc.

Fig. 1. Security Model of Hadoop Big Data
Processing Platform
Data-at-Rest. In Hadoop, data is stored in a disk file
(e.g. HDFS) without encryption. For protecting
data-at-rest, the enterprise is forced to purchase

third-party vendor tools for HDFS disk level
encryption (e.g. IBM InfoSphere Optim Data
Masking) or security-enhanced Hadoop security
distribution (e.g. Intel's secure Hadoop distribution,
Zettaset Secure Enterprise Hadoop, etc.).

Data-in-Transform. The last criteria for Hadoop to
satisfy the end-to-end data protection are to protect
the data during the transformation. Currently,
Hadoop does not provide any protection for
data-in-transform as shown in Figure 1. Based on our
best knowledge, there is no third-party vendor tools
are available in the marketplace currently for securing
the data during the analytical and computation. The
Patient Controlled Encryption (PCE) proposed by
Benaloh et al. [5] in 2009, that focuses on preserving
the privacy of electronic health record might be

applicable to protect the data-in-transform in Hadoop.

The PCE allows the patient to control the sharing and
access to their records by sharing the secret keys with
particular service providers. However, their
functionality is limited to search the encrypted data in
healthcare providers, and cannot support any
computation on encrypted data. Meanwhile, the
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CryptDB created by Popaet al. [6] is another
attempts to protect the data during transformation.
The CryptDB enables the execution of SQL queries
over the encrypted data in MySQL databases using a
collection of adjustable query-based encryption
scheme with overhead approximately 14.5 to 26 per
cent of normal database performance [6,7]. However,
for supporting different types of queries, every piece
of data in CryptDB need to be encrypted under
different encryption schemes (e.g. Paillier encryption
scheme [8] is used for supporting count query, Song
et al. encryption scheme [9] is used for supporting
keyword search query, etc.). These were resulting in
dramatically  increased  data  storage  size
(approximately 3.76 times [6]), high communication
cost and bandwidth required to transfer these data to
third-party service providers. To protect data during
the transformation, this paper suggests the use of
homomorphic encryption that capable is to perform
computation tasks on the encrypted data, thus making
the end-to-end data protection for Big Data
Processing possible.

I11. RECENT WORKS ON HOMOMORPHIC
ENCRYPTION

Generally, the homomorphic encryption scheme
allows computations to be performed on ciphertext
without the need for the ciphertext to be decrypted.
The notion of homomorphic encryption was
originally called privacy homomorphism, introduced
by Rivest [10], that aimed to preserve the privacy on
bank data. Unfortunately, this scheme was broken by
Brickell and Yacobi [11]. Some of the conventional
algebraic cryptosystems enjoy some sort of
homomorphism, such as ElGamal scheme [12],
Goldwasser and Micali scheme [13], Paillier scheme
[8], Okamoto-Uchiyama scheme [14],
Naccache-Stern scheme [15], Benaloh scheme [16],
Domingo-Ferrer scheme[17], etc. However, these
schemes are classified as Partial Homomorphic
Encryption (PHE) due to their's low versatility
[19,42] in which they are only able to perform one
type of computational operation on encrypted data.
For instance, both the ElGamal scheme and RSA
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scheme only support for the multiplicative operation;
meanwhile, Pallier and Goldwasser and Micali
schemes are limited for additive operation.
Meanwhile, most of the homomorphic encryption
schemes [21-23] proposed in early of the twentieth
century are  categorized into = Somewhat
Homomorphic Encryption (SWHE) scheme due to
the fact that only limited numbers of operations can
be performed on the encrypted data, in order to keep
the noise parameters as small as possible.

The first Fully Homomorphic Encryption (FHE)
scheme [23] based on the ideal lattice approach was
theoretically demonstrated by Gentry in 2009, after
three decades of research exploration on
homomorphic encryption. A FHE scheme is similar
to SWHE scheme excepts that FHE enables arbitrary
computations without having to compensate on the
increasing of the noise parameters with some noise
management techniques either bootstrapping [23],
modulus switching [24] or flattening techniques [25].
Most of the latest homomorphic encryption schemes

[23-39, 44-50, 52] are categorized into FHE schemes.

They are either focuses on improving original
Gentry's work [18,26,29,31,35,43], or employing the
advanced of mathematical algorithm such as DGHV
approach [30, 32, 38, 39], NTRU approach [31, 33]
and Learning with Error (LWE) approach [24, 27, 28,
34, 45, 49, 51]. Almost all of these FHE schemes are
constructed based on circuit-based approach, where
each ciphertext represents a single bit plaintext, or
so-called as bit-by-bit encryption [40]. The main
advantage of the circuit-based approach is all
operations on various operands can be computed by
constructing the corresponding circuits [41,42], thus
leading to the FHE scheme easily. For instance, if the
scheme supports both binary addition and
multiplication operations on encrypted data, then it
can support arbitrary Boolean functions that involve a
series of binary addition and multiplication operations
in the encrypted domain.

However, these works are still inadequately to
support practical deployments, especially for
outsourced Big Data processing due to their high
complexity of computation, huge generated
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ciphertext and public key size [42-44], thus
increasing communication costs and bandwidths
required for transferring the ciphertexts [43] to
third-party service providers. For instance, the
implementation result of Gentry's scheme [45] shown
that their scheme took more than 900 seconds to add
two 32-bit integers and more than 67,000 seconds to
multiply them. For encrypting a single bit, the Gentry
and Halevi FHE scheme [35] requires a ciphertext of
more than 780,000 bits. Furthermore, the
circuit-based approach involving the additional task
and time spending to decompose the computation
function into binary operations.

In order to lessen the computation complexity of these
circuit-based approaches, some researchers are
looking for hybrid alternatives. These include: (i)
ciphertext packing techniques to pack multiple
ciphertexts into a single ciphertext [26,46,47]; (ii)
batching technique for parallelize any given repeated
operations by encrypting multiple bits within the
same ciphertext and performs same operations on
these bits [28, 48, 49]; and (iii) scheme conversion
techniques [18,36,44] for speeding up the
re-encryption algorithm by encrypting the plaintext
with symmetric encryption scheme (e.g. AES, Prince)
which has a simple decryption circuit such as
Advanced Encryption Standard (AES) or Prince
algorithm. If there is a computation on ciphertexts
that need to be carried out, the decryption circuit of
the targeted ciphertext is evaluated homomorphically
to re-encrypt this plaintext under the FHE scheme.
However, these approaches still inherent the
bottleneck problem from circuit-based approach, thus
difficult to implement for preserving the privacy of
Big Data processing.

While most of the recent research work on
homomorphic encryption is directed to achieve Fully
Homomorphic Encryption (FHE) based on the
circuit-based approach that capable to support
arbitrary computations, however, such approach is
infeasible to support real-world application due to
slow speed performance and huge ciphertext and
public key size. In this paper, the proposed
homomorphic encryption is constructed from the
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non-circuit-based approach in order to speed up
computation time and reduce the ciphertext size for
supporting high volume and velocity of Big Data
processing

IV. THE NON-CIRCUIT BASED
HOMOMORPHIC ENCRYPTION SCHEME

While the recent homomorphic encryption schemes
that constructed based on LWE lattice problem such
as [24, 51] still suffering from the computational
overhead problem, we proposed the more efficient
homomorphic  encryption scheme based on
Ring-LWE problem for preserving the privacy of Big
Data processing.

The encryption scheme that we studied is a natural
extension of the Lyubashevsky et al. basic scheme [52]
from a circuit-based approach to a non-circuit based
approach. The main differences between the original
R-LWE scheme and our variant are twofold. Firstly,
we modified the encoding algorithm in order to
support the Big Data computation such as means,
variance, standard deviation predictive analysis and
other statistical analysis such as ANONA, regression
analysis, etc. The encoding algorithm of existing
R-LWE schemes [29,34, 37,52-54] are representing
the message as a collection of binary bits, thereby
more efficient to compare two encrypted messages
(e.g. private information retrieval application).
However, for handling the integer computation, this
encoding algorithm requires a deep circuit for simple
integer multiplication and for adding two integers, it
involves expensive carry operations on homomorphic
multiplication over Z, as discussed in [53]. Instead,
the proposed scheme encoding them as a polynomial
rings, Zy[x]/<x’+1> (e.g. integer 7 can be randomly
presented as x*-x>-1 or x’+x+1) using the technique as
discussed in [53,54]. This encoding algorithm
enhances the efficient fundamental computation such
as addition and multiplication over the integers. The
integer addition and multiplication are simply
corresponding to the addition and multiplication of
polynomials respectively with the assumption q must
be large enough for supporting the computation result.
Secondly, instead of following the blueprint of
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bit-by-bit encryption as existing R-LWE schemes
[29,34,37,52-54] by encrypting each single bit as a
separate ciphertext, the modified encoding algorithm
enables us to encode the whole plaintext as a single
ciphertext, thus greatly reduce the computation time,
ciphertext size and bandwidth required to transfer
them to a third-party service providers, therefore
capable to support the high volume and high velocity
of Big Data processing. Next, the proposed scheme is
defined as follows.

Setup (1*). Given a security parameter A, select a
sufficiently large prime modulus ¢ = 7 mod (21), and
a smaller positive integer p, where p<<'q and gcd (p,q)
=1. Let f(x) =(x%+1), where d is a power of 2. Let Rq
= Zg[X] 1 <f(x)> be the ring of integer polynomials
modulo both f(x) and g. Let X = X(1) be an error
distribution over Ry. Select a uniformly random secret
key, SK—R, and random element, aj«—Ry Next,
choose a small error term, e; <.t Output the secret
key, SK and public parameters, PP as a pair (a;, PK; =
a;j .SK+pe;).

Encrypt (PP, My, ..., My). Given the public parameters,
PP and t message, M;, encoding M; as a polynomial
rings  Zg[x]/<xd+1> randomly, denoted as
Encode(M;). Next, select a uniformly random, r;i <—Rq
and error terms, gi, hj«— _t. Outputs the t ciphertext,
CT; = (C% CY), where :
C% = PK; xr; + Encode(M;) + pgi €R,
Cli = aiXr; + phi ERq

Evaluate (PP, F, CTy, ..., CTy). Given the polynomial
time computation function F that consists of two
fundamental operations: addition and multiplication,
and t ciphertext CT;, performing all operations of F on
t ciphertext CT;. Homomorphic addition is done by
simple coefficient-wise addition of t ciphertext CT;.
Homomorphic multiplication is corresponding to the
multiplication of two ring polynomials Zq[x]/<xd+1>.
Outputs the computed result in ciphertext space, such
that CT*=(C”,C*) = F( (CTy, ..., CTy), PP), where
CT.=(C% C4), ..., CT = (C% CY).
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Decrypt (SK, CT*). Given the decryption key, SK and
computed result in ciphertext space, CT*= F((CTy, ...,
CTy), PP), recover the computed result in plaintext
space, M%*, such that F((CTy, ..., CTy), PP) = F
(My, ..., My). Let CT*=(C"”",C*")= F((CT4, ..., CT), PP)
and M* = F(My, ..., M,), compute M*" = C”- C*"x
SK and outputs computed result in polynomial rings
M*' = M*" mod p. Last, decoding the computed result
in plaintext space, where M* = Decode (M*").

Computation on Encrypted Data. Let f be the
function consists a tuple of homomorphic addition
and multiplication operations iteratively. Let E(M;) =
CT. = (C% C) = (PKyry+ Encode(M,) + pg; , airy +
ph;)) and E(My) = CT, = (C% CY) = (PKqr, +
Encode(M,) + pga, axrz+ ph,) be the two ciphertexts.
Homomorphic addition is done by simple
coefficient-wise addition of two ciphertext as
follows.
E(My)+ E(M,) = CT,+ CT,
=(C"1+C% Ch+Ch)
= ((PKyr1 + PKjyr, + Encode(M;)
Encode(M2)  +p(9:1+pg2)),
(a1rs
+ aarz + p(hy+ hy))
= E(Encode(M;+ My))
Meanwhile, the homomorphic multiplication of two
ciphertexts is corresponding to the multiplication of
two ring polynomials %[x]/<xd+1>, thus avoiding a
deep circuit calculation. The homomorphic
multiplication is as follows.
E(My)x E(Mp) = CTy % CT,
= (C% x C% C'x Ch)
=((PKir1 (PKar, + Encode(Mp) +
pg2)+  PKarz (Encode(M;) + pgi) +
pg1 (Encode(M2) + pgz ) + pgMi+
Encode(M1xM,), (airz + phy) % ((@zr
+ phy))
= E(Encode(M;x My))

The retrieval computed result in plaintext space is
similar to the homomorphic addition, except the

decryption key is using the joint secret key of CT;
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CT,, with the decryption key :=SK?. For certain Big
Data computation scenario, it might not accept that
the secret key required to decrypt the homomorphic
multiplication is dependent on the number of
multiplication operations being evaluated. To avoid
this, the relinearization technique [24,53] to
transform and switch the secret key of ciphertext after
every multiplication operation is used. To ensure the
computed result can be decrypted correctly, for
performing x multiplications, the message m must be
encoded as a polynomial of degree at most d/x for
correct decryption [53,54]. For handling the Big Data
computation such as means, variance, standard
deviation predictive analysis and other statistical
analysis (e.g. ANONA, regression analysis, etc.)., it is
an acceptable trade-off as their computation generally
involves a single multiplication or a limited number
of multiplications

V. PERFORMANCE ANALYSIS

In this section, we evaluate the performance of the
proposed scheme with the existing homomorphic
encryption schemes: Gentry's Scheme[23], DGHV
scheme [30], BGV scheme [27], SCC Scheme [46]
and CG scheme [50]. The comparison result is
summarized in Table 1. Similar to the existing
homomorphic encryption schemes[24, 30, 27, 46, 50],
the proposed scheme is constructed based on the
hardness of lattice problem. However, Gentry
scheme[24], SCC scheme[46] and CG scheme[50]
are constructed based on LWE problem that still
suffering from the inherent quadratic overhead
problem. DGHV Scheme [30] solved this overhead
problem by simplifying the conceptual of Gentry
Scheme [24] into elementary modular arithmetic with
the compensation of reducing their assumption into
worst-case  hardness - Approximate Greatest
Common Divisor (GCD) problem. Meanwhile, the
proposed scheme and BGV scheme [27] are
constructed based on the more efficient lattice
problem - R-LWE problem. each sample (a, PK) € Rq
x Ry from the Ring-LWE distribution is used to
replace n samples (a, PK) € Z", xZ, from the standard
LWE distribution, thus reducing both public key and
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private key size by a factor of n. This subsequently
results in a smaller ciphertext size and faster
computation as compared to [24,46,50].

The major difference between the proposed scheme
and existing homomorphic encryption schemes [26,
32, 29, 48, 52] is the scheme construction method.
While existing schemes [26, 32, 29, 48, 52] are
constructed based on circuit-based approach, the
proposed scheme is constructed with the non-circuit
based approach. In circuit-based approach, the
plaintext space is represented as a collection of binary
bits {0,1} and the computation function is explicitly
converted into a deep Boolean circuit that consists of

January - February 2020
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bitwise XOR and AND gates. The homomorphic
evaluation is executed by evaluating deep Boolean
circuits over binary bits. In the proposed non-circuit
based, the plaintext space is represented as a
polynomial over the ring. Both integer addition and
multiplication operations in the proposed scheme are
corresponding directly to the addition and
multiplication of polynomials over the rings
respectively thus reducing the computation time of
homomorphic  evaluation as compared to
circuit-based approach.

Table 1: Comparison of the Proposed Scheme with Existing Homomorphic Encryption Scheme

Security Assumption Algorithm Computation Functions Encoding
Design Approach
Gentry  Scheme | LWE Problem Circuit-Based Approach Boolean circuits that consist a tuple | Bit by Bit
[24] of addition (AND) and | Encryption
multiplication (OR) gates.
DGHV  Scheme | Approx. GCD Circuit-Based Approach Boolean circuits that consist a tuple | Bit by Bit
[30] Problem of addition (AND) and | Encryption
multiplication (OR) gates.
BGV Scheme [27] | Ring-LWE Problem Circuit-Based Approach Boolean circuits that consist a tuple | Bit by Bit
of addition (AND) Encryption
SCC Scheme [46] | LWE Problem Circuit-Based Approach Boolean circuits that consist a tuple | Non Bit by
of addition (AND) and | Bit
multiplication (OR) gates. Encryption
Proposed Scheme | Ring-LWE Problem Non-Circuit Based | A tuple of polynomial addition and | Non Bit by
Approach multiplication over the rings, Rq Bit
Encryption

Besides that, compared to the bit by bit encryption in
the existing scheme [26, 32, 29, 52] that encoding
every single bit as a separate ciphertext, the proposed
scheme encoding the whole plaintext as a single
ciphertext, thus dramatically reducing the
computation time and generated ciphertext size as
illustrated in Figure 2(a) and 2(b) respectively. This
experiment is implemented with C++ language by
using the Microsoft Research Simple Encrypted
Arithmetic Library (SEAL) v1.0 and v2.0. The
experiment ran on an Intel(R) Core(TM)i7-3612M
CPU @ 2.10 GHz 8GB RAM. For 1024 bits of
plaintext, the computation time can speed up as much
as 1024 times faster than circuit-based approach; and
the ciphertext size can be reduced as much as 1024
times smaller than circuit-based approach.
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Figure 2. Comparison of Computation Time and
Ciphertext Size of the Circuit based homomorphic
encryption scheme and the proposed Non-Circuit
Based scheme.

(b) Ciphertext Size
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I. CONCLUSION

This paper discusses the security mechanism of Big
Data processing platform-Hadoop and examines its
capabilities on providing end-to-end data protection:
data-in-transit, data-at-rest, data-in-transform. Our
results showed that the Hadoop platform did equip
with authentication and authorization protocol (e.g.
Kerberos authentication protocol, Secure Socket
Layer (SSL), Simple Authentication and Security
Layer (SASL) mechanisms, etc.). However, these
conventional security mechanisms are limited to
protect the data-in-transit; and for protecting
data-at-rest, enterprises are forced to purchase
third-party vendor tools (e.g. HDFS disk level
encryption or security-enhanced Hadoop security
distribution ). The homomorphic encryption that
capable of performing computation on encrypted data
serve as a promising tool to ensure end-to-end data
protection for Big Data processing. The encryption
scheme that we studied is a natural extension of the
Lyubashevsky et al. basic scheme [51] from a
circuit-based approach to a non-circuit based
approach in order to support high volume and high
velocity of outsourced Big Data computation.
Compared to existing circuit-based homomorphic
encryption schemes, the proposed scheme has greatly
reduced the computation time and ciphertext size.
The proposed scheme is secure under the Decision
R-LWEqqx problem. In future, several interesting
aspects of this work can be further explored. For
instance, how to extend the proposed work to address
another characteristic of Big Data processing -
"Variety"? How to provide general access control on
these outsourced Big Data computation such as
working with identity-based encryption [57] or
attributed- based encryption [24,58] is another
interesting topic to be explored.
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