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ABSTRACT 

 

The Internet of Things (IoT) has gained significant research interest as one of the 

recent developments in cyberspace technologies. The influence of the Internet, data 

collection, and interpretation in everyday physical objects play a crucial role in 

supporting community and industry. This project was initiated to develop a 

Monitoring System using IoT in Outdoor Development Centre (ODEC) by using 

efficient messaging protocols for the Coastal Recreational Suitability Project, a 

collaboration project between the Faculty of Computing and Informatics and the 

Faculty of Science and Natural Resources (FSSA) Universiti Malaysia Sabah. The first 

problem statement provides an easier way to record the data daily and easily monitor 

the changes. Nowadays, they record the data manually and are not publicly available. 

Thus, a web-based system will help them visualize the data much better using an 

IoT rather than manually plotting the graph. This can help monitor the environment 

on the ODEC beach. The second problem statement is the challenge to deploy and 

select the standard and effective messaging protocol. The required protocols vary 

according to the IoT device configuration and the messaging requirement for the 

situation. Even though IoTs are seen as sensor actuators limited in processing and 

storage capabilities, the messaging protocol is essential so the IoT devices can work 

with high efficiency. Messaging protocol is a persistent challenge to IoT industries. 

Therefore, it is vital to consider each protocol's advantages and disadvantages to 

determine the best-fit scenarios. This project will specifically look for the Message 

Queuing Telemetry Transport (MQTT) approach as a communication medium 

between a sensor and a web-based system. A quantitative approach will be employed 

to evaluate several well-known current data interchange protocols, especially for 

MQTT. After implementing the MQTT protocol to the system, the evaluation and tests 

will present the analysis using MQTT. The next stage will involve designing the web-

based system for coastal recreational suitability using MQTT via SocketIO. 

Keywords: IoT, MQTT, web-based system, SocketIO 
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ABSTRAK 

 

Internet Pelbagai Benda (IoT) telah menarik minat dalam penyelidikan yang 

signifikan sebagai salah satu perkembangan terkini dalam teknologi ruang siber. 

Pengaruh Internet, pengumpulan data, dan penafsiran dalam objek fizikal sehari-hari 

memainkan peranan penting dalam menyokong komuniti dan industri. Projek ini 

dimulakan dengan mengembangkan Sistem Pemantauan menggunakan IoT dan 

penggunaaan protokol pesanan yang cekap untuk Projek Kesesuaian Rekreasi Pantai, 

sebuah projek kolaborasi antara Fakulti Pengkomputeran dan Informatik dan Fakulti 

Sains dan Sumber Asli (FSSA) Universiti Malaysia Sabah. Pernyataan masalah 

pertama adalah memberi cara yang lebih mudah untuk merekod data setiap hari dan 

melakukan pemantauan di pantai Outdoor Development Centre (ODEC). Pada masa 

kini, mereka merekod data secara manual dan data tersebut tidak tersedia untuk 

rujukan awam. Oleh itu, sistem berasaskan web menggunakan IoT akan membantu 

mereka mendapatkan penglihatan data dengan lebih baik. Ini dapat memantau 

persekitaran pantai ODEC dengan lebih efektif. Pernyataan masalah kedua adalah 

mengenal pasti cabaran cabaran dalam memilih protokol pesanan standard dan 

menggunakannya secara berkesan. Protokol yang diperlukan berbeza-beza mengikut 

konfigurasi peranti IoT dan mengikut keperluan pesanan. Walaupun IoT dilihat 

sebagai sensor yang keupayaan pemprosesan dan penyimpanan yang terhad, 

protokol pesanan sangat penting untuk peranti IoT untuk berfungsi dalam kecekapan 

yang tinggi. Protokol pesanan adalah cabaran besar dalam industri IoT. Oleh itu, 

sangat penting untuk mempertimbangkan kelebihan dan kekurangan setiap protokol 

untuk dalam konteks senario yang sesuai. Projek ini secara khusus akan mencari 

pendekatan Message Queuing Telemetry Transport (MQTT) sebagai perantara 

komunikasi antara sensor dan sistem berasaskan web. Pendekatan kuantitatif akan 

digunakan untuk menilai beberapa protokol pertukaran data semasa yang terkenal, 

terutama MQTT. Setelah melaksanakan protokol MQTT ke dalam sistem, analisis dan 

ujian menggunakan MQTT akan dilakukan. Tahap seterusnya akan melibatkan 

perancangan sistem berasaskan web untuk kesesuaian persisiran pantai 

menggunakan MQTT dan SocketIO. 

Keywords: IoT, MQTT, Sistem Web, Soket IO
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CHAPTER 1 

 

 

INTRODUCTION 

 

 

 

1.1 Project Background 

Good water quality is an essential factor before doing an activity on the coastal beach. 

This project aims to develop an IoT-based web system to collect data from sensors 

and present the results to users. The data collected from the sensor can be viewed 

as a graph to monitor the water quality of coastal waters. Next, the development of 

networks such as 4G has given a fast boost to IoT-based solutions. Thus, it is possible 

to connect the IoT to the system to make the water quality much easier and faster. 

Next, monitoring the water quality using the correct messaging protocol. 

HTTP protocols are the famous ones to use for IoT devices. However, research shows 

others protocols that give more effective results for communication between client 

and server, such as MQTT. With the exponential rise in IoT-enabled systems' overall 

usage, the collected amount increases rapidly. We can see this on our project when 

there are many sensors, so there is a lot of consistent data that needs to be sent 

simultaneously. In addition, data collected must be handled according to their 

specifications to build more valuable services. The essential things are that Figure 1 

indicates several application layers protocols available in IoT used in communication. 

Besides, IoT has low power usage and computing efficiency, so there is a need for 

efficient application layer protocols. Thus, choosing the proper protocols by following 

user requirements and standards is needed. The Internet of Things (IoT) 

technologies are the answer because they can still track coastal recreational activities' 

water quality and provide analytical data using an efficient application layer protocol. 

This will include an early alert mechanism if pollution exists and using the MQTT 

protocol via SocketIO. 
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Figure 1.0 Machine to Machine of HTTP, MQTT, and CoAP 

 

 

1.2 Problem background/Motivation  

Better coastal water quality enhances recreational activities but recognizes poor 

water quality. The associated risks are not readily available to the public. There are 

already sensors available in some coastal regions that track data over time. The data 

collected by the sensors usually have a particular meaning. The data variables include 

the water temperature, humidity, coastal temperature, enterococci, pH, turbidity, and 

total dissolved solid in coastal waters. Often, the data are less known and may 

suggest an alarming incident.  

Next, the Internet of Things (IoT) has been the foundation for digital 

transformation and automation, creating innovative market offerings and changing 

the way we live, operate, and entertain ourselves. Finding the correct type of protocol 

for communication is an essential part of any IoT project. Unlike the Web, which uses 

a single message protocol like HTTP, IoT cannot rely on one protocol to satisfy its 

needs. A variety of protocols for data collection applications have been designed, 

such as MQTT and CoAP. This clearly shows that IoT's future depends on several 

messaging protocols. No protocol should accommodate all potential instances of IoT 

use. This project aims to create a system that uses the MQTT approach as a 

communication medium in the Coastal Recreational Suitability system. Thus, after 

this study, the consumer will split his usage into MQTT protocol based on his 
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specifications and appropriateness. This crucial assessment would outline message 

protocols focused on the static variable.  

 

 

1.3 Problem Statements 

The main problem is that less research has been explored to indicate the water 

quality for recreational suitability at ODEC beach. The number of visitors to visit UMS 

increases every year as UMS is open to visitors to all tourists. Thus, beach care is 

essential to environmental conservation with many visitors.  

Other foreseen problems may include contaminated water causing water 

pollution to ODEC beach. There is no indicator either it is safe to swim. Local 

authorities lack water quality monitoring, and if they do test, not every beach is 

tested daily. Typically, testing checks for E. coli bacteria in freshwater and 

enterococcus bacteria indicate fecal contamination in ocean water. If levels go 

beyond an established limit, the beach should be closed to swimming. Next, E. coli 

is a tiny microorganism and hard to see by the naked eye.  Thus, water monitoring 

for coastal recreational beaches must be monitored daily and notified if the level 

exceeds the limit. 

There is no standardization of protocol in the IoT world in terms of messaging 

protocols. Thus, a variety of protocols are created with their purpose and benefit. 

Selecting a suitable protocol before starting developing the system would be crucial. 

For example, if the project is nearly done develop, the sensor cannot communicate 

with the server properly; thus, the data are not consistently sent to the server. 

Choosing the MQTT protocol will offer more benefits to the IoT user. It gains real-

time data that work together with SocketIO. 

In terms of IoT architecture is the storage system size issue. A typical IoT 

device can accumulate thousands of data; thus, an extensive storage system is 

needed. Currently, raspberry pi has 32 GB of storage. The storage problem was 

possibly fixed using a cloud service instead of a local service to store data. The next 

problem is that since this project is an IoT-based coastal recreational monitoring, 

some sensors are not water-resistant such as DHT22, some modules of the rain 
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sensor, motion, and USB camera. Monthly calibration is needed to increase and 

maintain the sensor's accuracy, so the data collected are consistent and accurate. 

The calibration is required, especially components merged into water such as pH 

sensor, TDS sensor, temperature sensor, and dissolved oxygen sensor. 

 

 

1.4 Objectives  

1.4.1 Project Objectives 

This study aims to examine different contact protocols in the IoT context. There is a 

wide range of vendors of varying specifications for IoT hardware. Some guidelines 

have been established to fulfil particular universal objectives and norms. This thesis 

concentrated extensively on procedures, their benefits, and the kind of conditions 

that were ideal for them. It gives us a more significant idea of selecting between 

different types of communication, whether it may be hardware or a standard 

protocol. To evaluate the most used procedures, detailed tests were performed. Then 

on collected IoT data, more data processing was conducted. This study uses 

hardware development boards such as Raspberry Pi, Arduino Uno, and ESP32 

controller. Those hardware chips are viral in IoT development. The research will 

create a low-cost IoT coastal water quality monitoring development and design. 

This project's primary purpose is to develop a system that monitors water 

quality for coastal recreation around Sabah in future. The target users are JFIPU 

which are the FSSA beach, quality team. This project will serve modern monitoring 

for beach quality, so there is an indicator for the user to inform whether it is safe to 

swim or not. As we know, contamination in water, such as on the beach, will affect 

human health, such as diarrhoea. Thus, to overcome this, we must have a method 

to monitor water quality effectively and effortlessly. The public can access coastal 

recreational water quality to provide first level awareness to their citizens (Waikato 

Regional Council 2019).  The objectives of this project are: 

1. To investigate and analyse the MQTT messaging protocols for the IoT-based 

monitoring system in message size, throughput and power consumption. 
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2. Design and develop the IoT-based web-based system coastal recreational 

suitability using Raspberry Pi and Arduino with MQTT over SocketIO.  

3. To evaluate the system usability scale using a questionnaire about the system 

usefulness, information quality, interface quality and system capabilities. 

Several projects and academic work were merged to make this analysis more 

successful, such as message duration, throughput, and power consumption. The 

web-based system will be implemented HTTPS to be more secure and encrypted 

between the web server and web browser. The connection from the MQTT broker 

will be on SocketIO as it enables one to view the data directly to the web-based 

system. Using MQTT, the web-based system's display should be fast and not delayed. 

Indeed, it would benefit the system as it can get real-time data compared to using 

HTTP requests. This work will simplify the set-up of an MQTT framework and 

establish real-time water quality monitoring for coastal beaches with persuasive 

messaging and expense. The primary motive of this work was the engagement with 

a virtual device of various IoT architectures in the context every day. In terms of 

protocols, networking modes, and hardware, this further recognized how IoT systems 

are integrated and that not all IoT systems should be the same.  

 

 

1.4.2 Project Outcome 

This project's output will potentially benefit people monitoring daily on coastal 

recreational ODEC UMS and provide a systematic platform to do the monitoring. This 

project's main event benefits visitors who want to play activities on the water, such 

as swimming and scuba diving, by providing water quality information. 

As we know, Sabah has many attractive places for beautiful beaches. Suppose 

the project can give the authority to take the first action. In that case, it will help 

boost the tourism industry. It also benefits future research involving coastal 

recreational water quality around Sabah and the possibility of Malaysia. The primary 

outcome also includes: 

I. Evaluation of MQTT protocol in terms of message size, throughput, and power 

consumption. 
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II. A web-based monitoring system using MQTT protocol that can collect data 

from sensors and send it to the MQTT broker and lastly communicate via 

SocketIO.  

III. Provide an extra security feature for the coastal recreational area by detecting 

motion and capturing images using a webcam.   

For experimentation, of MQTT protocol will be developed using a HiveMQ 

broker. With sensors constant but with different architecture and design, the result 

may be varied for each protocol while measuring message size, throughput, and 

power consumption. Socket IO is needed to connect to the web-based system on 

this project. The requirement is to publish/subscribe to the messages directly from 

the web-based system. The following reason for using Socket IO is that other 

functionality requirements need to go over HTTP/HTTPS rather than MQTT directly, 

such as database and JavaScript graph plotter. 

A web-based monitoring system was also developed with the graph plotter to 

analyze and see the sensor's result quickly. It would help update the visualization for 

the user in real-time. From server development, it can surely help analyze the real-

time issues that can arise through data collection, processing, and management and 

provide the customer with a smooth flow of applications through data collection and 

representation.  

Data analysis can also be carried out on particular data sets that have been 

collected from various sensors in future work and can recognize improvements to the 

data collected, such as prediction algorithms between nodes.  

 

 

1.5 Project Scope  

The study will analyze the application protocol implemented in IoT for ODEC beach, 

Universiti Malaysia Sabah. The analysis will be done to determine the output of the 

MQTT protocol in a web-based system. Every application has different requirements 

to focus on battery life, bandwidth, security, or latency. We focus on power 

consumption and throughput for this project to become cost-effective. 




