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ABSTRACT 

This dissertation focuses on elliptic curves cryptography techniques, which is widely used 

in contemporary cryptography due to its promising high security with low computational 

overheads and speed. FlUldamental number theory and theory of elliptic curves are 

introduced and explored. Methods and implementations of elliptic curves in cryptography 

techniques analogy to discrete logarithm problems has been studied rigorously. A 

simulation program has been written to simulate the elliptic curve version of ElGamal 

cryptosystem in C programming language. The program written is able to encrypt 

plaintext to ciphertext, and decrypt ciphertext back to plaintext. 
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ABSTRAK 

Disertasi ini menumpukan perhatian pada teknik kriptografi dengan menggtmakan 

lengkung eliptik, di mana teknik ini semakin memainkan peranan penting dalam bidang 

kriptografi. moden yang menjaminkan tahap keselamatan yang memuaskan, kos komputer 

yang rendah dan kelajuan pengiraan yang tinggi. T eori nombor asas dan teori lengb.mg 

eliptik dikaji. Kaedah-kaedah pelaksanaan lengkung eliptik dalam teknik kriptograi'i 

analogi kepada masalah logaritma diskrit dikaji dengan cermat. Sebuah kriptosistem 

EIGamal versi lengkung eliptik ditulis dalam pengaturcaraan dan simulasi C. 

Pengaturcaraan tersebut beIjaya menukarkan teks biasa kepada teks cipher, dan 

seterusnya menukarkan teks cipher balik ke teks biasa. 
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CHAPTER 1 

INTRODUCTION 

1.1 Introduction 

Most of the time in our life we tried to hide something from others. Children in 

primary school will try to keep their examinations' marks from their friends; teenagers 

will fmd all possible ways to hide diaries away from their parents and siblings; 

companies absolutely do not want to see their confidential documents, secret recipes 

or formulae exposed to their competitors; while government will protect information 

of national security and military top secret by all means from non-authorized parties. 

Besides keeping own information secret, at the same time human beings also 

curious wanted to know other's secret. Parents always try to get know what we did in . . ' -

our room with door closed. Boyfriend will curious what are the conversations about 

between his girlfriend and her pals. Ex-classmates keep asking your current salary in 

your school annual gathering. Bakery will want to know his competitor's secret recipe. 

With or without our notice, our curiosity made us wanted to know things kept secret 

from us. 
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As computer technology being developed nowadays, we sent and received 

information such as personal details, personal identity information, credit card or bank 

account numbers; we can buy almost everything, booking flight tickets or hotels, 

made payments with our credit cards and online banking. These are all being done in a 

few seconds thanks to the evolved of internet technology, World Wide Web and fibre 

optic broadband. However, besides the ease of online payment and banking, there 

come threats behind; is the important information mentioned above being transferred 

and remains confidential? Absolutely nobody likes this kind of important information 

being stolen in transactions, especially on the hand of someone with bad intentions. In 

many situations, we need to protect our information and keep it secret since there 

always someone out there will like to steal it. 

The emergence of electronic cash, e-commerce and advent of internet, made 

cryptograp~y techniques now applied by everyone who owns a personal computer. 

Computers are loaded with encryption and decryption program to protect users ' data 

and making secured communications and transactions on the internet. Contrast to the 

time of our grandparents, cryptography techniques not preserve for government 

organizations' use in protection of government's top confidential and classified data 

anymore. 

1.2 Cryptology 

Cryptology, the science of secured communication between intended users in an open 

channel and presence of adversaries, is derived from Greek words kryptos "hidden", 

logos "word" and ology " science". Another word, cryptography, is always used 
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interchangeably with cryptology, which derived from Greek words kryptos "hidden" 

and gniphein "write". Technically, cryptology is the general term for the science of 

secured communication and the problems in it, whereas cryptography is the process of 

designing and building the cryptosystem Lastly, cryptanalysis is the study of breaking 

such system to extract knowledge of the information transferred. However, between 

cryptography and cryptanalysis, we cannot just ignore one of them. To design a good 

cryptosystem, knowledge of cryptanalysis is important to judge the vulnerability of 

newly proposed system. On the other hand, better understanding in different 

approaches in encryption leads us to detect weaknesses of a cryptosystem Besides 

that, the science of cryptography and cryptanalysis are developed one after each other. 

When there is a new cryptosystem proposed to the world, somebody will find out all 

the ways to break it. After the cryptosystem being break by others, there will be some 

improvement made on it to increase its vulnerability (Lubbe, 1998). 

1.3 Secure Communications 

Basically, a communication described in cryptology problems involved three parties; 

two intended users, Alice as the sender and Bob as receiver; and adversaries 

represented by Eve. Sometimes the third party was given others name in some 

literature, which is Mallory or Oscar (Trappe, 2006). However, we will generally use 

the name Eve. 

The original message that Alice wants to send to Bob was called plainte>..'t. To 

prevent the message been able to read by adversaries when it was sent through the 

open channel, Alice used an algorithm and keys predetermined with Bob to scramble 
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the original message into disguised form~ this process was known as encryption and 

the message in disguised form was known as ciphertext. After the cipher text reached 

on Bob's hand, he will change the ciphertext into plaintext using the decryption keys; 

this process was known as decryption (Figure 1.1). 

Plaintext 
Alice .. 

Encryption 
key 

Encrypt 

Figure 1.1 Secured communications 

Ciphertext 

Eve 

Decryption 
key 

1 
Decrypt 

Plaintext 
Bob 

The objective of Alice and Bob is exchanging information using an open, 

unsecured channel but prevent Eve to get her hand on the information being 

exchanged. Eve' s character is more complex, she can find the way to read the original 

message, alter Alice's message into another message before it was reached at Bob' s 

hand, or masquerade as Alice and communicate with Bob. In the last two situations, 

Bob will think that the message was come from Alice (Trappe, 2006). 

To get a clear picture on communication in open, unsecured channel. This can 

be imagined by Alice sent Bob a message using a normal postcard. Everyone who has 

a hand on it will get to read the message. In order to make the communication 
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between Alice and Bob to be secured, they now need to find a way to improve the 

situation. The improved situation is, for example, Alice wants to send Bob this 

plaintext, "i love you". Alice scrambles the message into cipherte1l..rt that is 

"LOR YHBRX", wrote it on the postcard and sends it to Bob instead of the plaintext. 

In this situation, even though Eve can get a peek on the message on postcard being 

sent by Alice, she will not know what Alice wanted to tell Bob. After Bob received 

the postcard, he soon decrypts the ciphertext and the message is secured to only Alice 

and Bob. 

1.4 Applications of Cryptography 

Cryptography techniques used in vanous aspects ill improving information and 

network security but not only encrypting and decrypting messages. There are four 

major applications of cryptography (Trappe, 2006). 

a. Confidentiality 

This is the idea to keeping intended users' messages secret from adversaries. For 

example, Alice and Bob used predetermined encryption and decryption algorithms 

to communicate so that Eve not able to read their messages. 

b. Data integrity 

In communications ill open network, errors may occur in the middle of 

transmission and thus the message maybe affected by the errors occurred. On the 

other hand,. even though the communication is perfect without errors, adversaries 

are having chances to intercept the messages and alter the message before it 

reaches its recipients. With cryptographic primitives such as hash functions, Bob 
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can be more confident that the messages received has not been manipulated either 

by malicious or accidental adversaries. 

c. Authentication 

Bob wants to make sure the messages received come from Alice but not somebody 

else masquerade as Alice to communicate with him. There are two types of 

authentication in cryptography: entity authentication and data origin authentication. 

The term identification is always used in entity authentication which proves the 

identity of users in communication. Data origin authentication is about tying 

information of the origin of data, inciuding sender, time and date sent etc with the 

data. 

d. Non-repudiation 

If Bob does received a message from Alice, with non-repudiation applications, 

Alice cannot deny she never sent such message before. In open network 

communication like internet, the non-repudiation is very important especially in e-

commerce, which any user cannot deny the authorization of transactions or 

payments made by him. 

1.5 Study Objectives 

The objectives in this dissertation are: 

a. To understand classical and contemporary cryptography encryption and decryption 

process. 

h . To explore basic number theory which used fundamentally m contemporary 

cryptography technique. 
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c. To find out how elliptic curves can be used in cryptography analogy to discrete 

logarithm problems. 

d . To implement elliptic curves m cryptography techniques based on discrete 

logarithm problems. 

e. To implement elliptic curves cryptography in classical ElGarnal cryptosystem 

f. To build elliptic curves version of EIGarnal cryptosystem using C programming 

language. 

1.6 Study Scopes and Limitations 

The scopes and limitations in this dissertation are listed below: 

a. This dissertation's scope is fixed to build elliptic curve verSIOn of EIGarnal 

cryptosystem. Hence we will concentrate solely on cryptography techniques but 

not cryptanalysis techniques. However, some basic idea of cryptanalysis technique 

was introduced. 

b. The implemented elliptic curves cryptosystem only encrypt and decrypt all 

characters in American Standard Code for Information Interchange ASCII but 

excluding the blank spaces. On the other words, we will encrypt all alphabets, 

numbers and symbols; furthermore alphabets are case sensitive in encrypting and 

decrypting process. Blank spaces should be substituted as characters underscore 

'_' to get correct output in encryption and decryption process. 

c. Due to the limitation of C programming in handling integers, where the largest 

integer for C programming to handle is 32 bits which is 4 294 967 296. We are 

only building cryptosystem by using prime number 2579 which is large enough to 

encrypt whole list of American Standard Code for Information Interchange ASCll. 
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CHAPTER 2 

LITERATURE REVIEW 

2.1 Classical Cryptography 

History of cryptography is long enough to review, almost as long as the history of 

written words (Bruen & Forcinito, 2005). Around four thousand years ago, there was 

the first known hieroglyphic symbol substitution recorded by Egyptian scribe on the 

stone in the tomb of Khnumhotep II, who was nobleman at that time. Even though that 

stone was used to praise the virtues of nobleman in stead of sending message in secret, 

that was the first time where substitution ciphers been used. Instead of using common 

symbols, that Egyptian scribe used the hieroglyphics symbol possibly only known to 

elite (Kahn, 1973). 

In substitution ciphers, every letter in plaintext is replaced by another letter, 

number or symbol. For example, plaintext "crypto" may be represented as "RSPEGX" 

or "279786" in ciphertext. The great Roman general Julius Caesar was the first 

attested user who used substitution ciphers in political and military purposes. 

According to Suetonius, the gossip columnist of Ancient Rome, Julius Caesar 

encrypted messages by substitute every letter with another letter which is three places 
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further down when contact with Cicero and other friends. Hence, letter 'a' will be 

substituted by 'D', 'b ' by 'E'. When it comes to the end of the letters, it was wrapped 

around to the beginning. Then 'x' will be 'A' , 'y' will be 'B' and ' z' will be 'C'. 

Nowadays, any substitution ciphers that using shifting letters to another letter by a 

standard sequence like Julius Caesar is called Caesar Alphabet even if the shift is not 

three (Kahn, 1973). 

There are at least two substitution ciphers found in Hebrew tradition Old 

Testament but none of them found in New Testament. One of it was found in Jeremiah 

25:26, the word "SHESHACH" appear in the place where "babel" (Babylon) should 

be. However, the second time the word "SHESHACH" appear in Jeremiah 51:41 

bring no sense of secret since the word Babylon is following immediately after its use: 

"How is SHESHACH taken!" 

"And the praise of the whole world seized!" 

"How is Babylon become an astonishment" 

"Among the nations!" 

Figure 2.1 Jeremiah 51:41 

Another substitution is in Jeremiah 51:1, where "LEB KAMAf' (heart of my enemy) 

was used instead of "Kashdim" (Chaldeans). Both substitution made was called 

Atbash, where the first letter in Hebrew Alphabet was substituted by the last, vice 

versa; the second letter substituted by the second last, vice versa~ and same technique 

applies to the rest. Which is the Hebrew equivalent of a = Z, b = Y, c = X, and so on 

UMS 
UNIVERSITI MALAYSIA SABAH 



10 

until z = A. In Hebrew alphabet, the second letter "b" or "beth" was replaced by the 

second last letter which is "SH" or "SHIN"~ the letter "}" or "lamed" became "CH" or 

"KAPH", which made "babel" substituted as "SHESHACH'. Similarly, the letter 

"kaph" in "Kashdim" changed to "LAMED" in "LEB KAMAf'. The biblical 

commentators were embarrassed by the words "SHESHACH' and "LEB KAMAl" in 

Jeremiah. They gave numerous explanations on why the secrecy is needed and even 

thought that "SHESHACH" is a district in Babylon. These substitutions were never 

meant to make message secret in communication. After all, the best explanation is the 

predilection of scribes to amuse them by using some word and alphabet games, 

bolstered by similar example from other cultures (Kahn, 1973). 

:::. 
<::( 

Another fundamental cryptographic technique is transposition ciphers. 1tL, ~rJ 
~ :..; 
'-"' \,..:') 

transposition ciphers, every letters in plaintext was rearranged or shuffled according to ~ 5 
!- ::( 
y'] ~­
~ <.!: 

some predetermined formula into different position in ciphertext. For example, the ffi ~ 
P- V) 

plaintext of "number" will end up as "REBMUN" in ciphertext. In this case, the letters 

are only rearranged by reversing the original plaintext (Kahn, 1973). 

The first transposition cipher was invented by the Greeks. It was recorded that 

the Spartans used a device named Scytale in fifth century B.C. The Scytale is a rod 

which wrapped spirally by strip of papyrus, leather or some writing materials made of 

goat or sheep skins. The plaintext which needs to be encrypted was then written on the 

strip, not following the direction of the strip but direction of the rod. After plaintext 

been written, the strip was unwrapped and the letters were found shuffled. When the 

receiver receive the strip, he need to have a rod that is same size with the one used by 

sender to read the original message (Kahn, 1973). 
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Besides well known with the Scytale cipher, the Greeks also transmitted 

message secretly in a non-cryptographic way which is known as steganography. 

Steganography is a method of hiding the message, which will conceal the existence of 

plaintext but not scrambled it as ciphertext as cryptography do (Stallings, 2003). 

Techniques of steganography included, character marking, invisible ink and pin 

punctures. The Father of History, Herodotus, revealed that how was the Greeks get 

important information when Persia was about to attack them. According to Herodotus, 

the son of Ariston, Demaratus, was an exile in Persia. When he gets knows to 

Xerxes's decision upon invasion of Greece. He wanted to send the information to 

Greece to warn the Spartans. The only way his message can be delivered securely 

without notice of the guards along the road was: he scraped the wax off from a pair of 

wooden folding tablets, write the danger message under the wood, and cover the 

message with wax again. After the wooden tablets reached Greece safely, Gorgo, who 

is Cleomenes' daughter and wife of Leonidas, discovered the secret and tell others to 

scrape the wax of in order to read the message underneath (Kahn, 1973). 

2.2 Medieval Cryptograpby 

Arabs were the first who discover and write down the methods of cryptanalysis. In 

600 BCE, when Europe still in the Dark Ages, Arabs sciences, arts, medicines and 

mathematics flourished and became best in the world Arabs knowledge on 

cryptography was published as 14 volumes encyclopedias, Subh al-a'sha in 1412. One 

of its authors, Qalqashandi attributed most of his information of cryptology from Ibn 

ad-Duraihim. Ibn ad-Duraihim held various official posts and teaching in Syria and 

Egypt in his life. Unfortunately, even though he was reported to authored two 
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